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ABSTRACT

The Degree of Effectiveness of Internal Control Procedures in
Providing Electronic Information Security in Jordanian

Manufacturing Companies

Prepared by:
Yousef Khalil Abdel Jaber
Supervised by:

Dr. Modar Abdullatif

This study aimed to explore the degree of effectiveness of internal
control procedures in Jordanian manufacturing companies that use
electronic accounting information systems in reducing information security
risks. In addition, the study covered the possible obstacles that limit the
effectiveness of internal control in these companies. The study identified
three general groups of risks (hacking, social engineering, and malware),
and covered the effectiveness of internal controls in preventing and
detecting these risks, and correcting the situation in case of their
occurrence.

To achieve its aims, the study employed a questionnaire that was
administered to thirty manufacturing companies operating in Jordan that
use electronic accounting information systems. To analyze the findings, the
researcher used statistical methods including means, standard deviations,
Kruskal-Wallis and Mann —Whitney tests, and one-sample t-tests.

The findings showed that internal control procedures used by the
companies are generally effective in preventing and detecting risks related
to hacking, social engineering and malware, and in correcting their effects
in case of their occurrence. In addition, the findings showed statistically
significant differences in views of the study sample that may be attributed
to the respondent’s job nature, professional experience, and possession of a
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professional certificate, and to the company's size and affiliation with an
international company.

The results also showed the presence of obstacles and challenges
facing the application of effective internal control procedures, including the
rapid development of electronic fraud methods and the lack of management
support for the activities of internal controls related to information security.

The study suggested a number of recommendations including
management support for the activities of internal control over information
security through the provision of qualified personnel, and encouraging
them to obtain related professional certificates.
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(Romney & Steinbart, 2012) e of L of cilaglaal) 5 bl Juans
:(Social Engineering) 4sslaiay) dwaigh)

o Al ol DA e A il ge plal)) o pulall ardtie sl
(Romney & Steinbart, 2012) .agus 5l 5)8) (150 Closlen pan Cago
:(Malware) ,Lall il

oypedi Cadgy Aysulall 4SS Al ) Ol Jigadty deacadia) mabdl s
Romney & ) Ll las qomall o 4l slall Ll i 2 of Ly

(Steinbart, 2012
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A0 48,0 2-2
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dadial) 1-2

J<i Lpnladll Glaglaal) it o) Lgde Cojlaiall JleeY) 3ilis aal o 3l Jal
Liasl iS5 alasind oIS 1305 L Jlee) ilalase Zpagyy Aatil o pfl degall sl (gaa)
o\laily (Paper-Based AIS) aiysll dpalaall cilegleal) alas 8 Ysad caaal 38 Cilaslaal
ol «(Computer-Based AlS) cgulall aladiul o daild)l sl Glasledll alas
leisS e (o Apnlaall Cilasbaa) alas A (A lalasindy il slaall Lingl iS5 Caula 5 dsaa
o ST Alain 5 laa olaily dpulad) Balal LG s s sale) (0 ke
(21 0= 2011 ¢ S5 5 Olaen 5 oiia) oA Ll (e 3] o10] Ao piagay Aals

4y Gleglae a3ty wlaall Glagladll JUas o (2011 Aol aa)l) s
(Jlad JSiy Lgilatily Leiillay Al o Aadlll Aludu jualic oSy 13y cae ol ojliely
(e dalelally 30 el 3alyyy AalY) paatd DA e @y (38a8 e aUadll 138 S Gus
&b ol e € 2ae AS5LEe DA (e Abjeall 5 ASHLE)s 288 ilaglae aaii PlA
LAl a3 e 508l ety )y duste 8 2o (ilSa (e ilashedll

& Aulual) Glaglaally @bl cpiaty 5o JSY) alledl & Jaad Al GISHAL 6660
o B s GlRaU daye ludl oda (& a8y (Sl Alaiall Cgulall seal
Jlee¥) @il b oia aal Glasbaall el (56 o sy agle Bl cculilall Call

(Smith, 2009)
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Adala G, 2-2
s Cus cgillee (o Ll loin Leliall clSyall 3 4dalal) L6 s
tlgie e Mlgh o dabiiall Jgasd (o8 Aidals ) alai (Gl
LAl i Galiadl A e )il Gaxl) A4S (s -1
A8 Jgaal Jo Jlad <50 3] (e dadaidl (€ -2
LAl ALY Aaadieal) Cile sleall 48 65 sally daeDall 30L5 —3
3uae Hhlae 4 delall QA pay (J) cimaa Al L) allas oy Ly
Al Sleglaall Glas ddlanly copilisadl J8 e Jead) Ay dadll dall) L
Giind & JleeY) Glabaie Ji8 U a5 B Al gl Sl (e laye s «blaall
gdlaa

Lgdlaafy AlAal A8, Ciy s 1-2-2

Committee of ) clabaidl Jdosai dsal Jd e QLI LB Gy &
il LB Jelidl WYl e (Sponsoring Organizations - COSO
it dlee Ll <1994 ale & elidls (Internal Control integration Framework)
CalaaY) Giind ey Jsiee 3SE 585 Cuaaa (Al 3l Lol Lalaiall 53] (el
(COSO, 1994) :a.ul
-(Effectiveness and Efficiency of Operations) <l ddeldgsclic —1

-(Reliability of Financial Reporting ) adlall ailsall 48 660 —2
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Compliance with ) 4dedaidly 4l ld Glagpially olall JUyi -3

-(applicable laws and regulations
$Ada Al A8, cligga 2-2-2

Llalall LB Jakidl U e (COSO) clabaiall Jhgad Ada chzas il

oA Al N Aadfia jealic dued

:(Control Environment) 4,6l 44, -1
Sobu uSai Jladly ohials Gilubin (1o degana o BRI LB Ay 5<0
Elder, ) .aS,ill lgiealy 4alall 4650 olas o <ildly Llall 35)2Y15 o))
(Beasley & Arens, 2010

:(Risk Assessment) hladll ausi =2
ling) Aozl dauh Jie dddls jalias 3e (e 3oaeie Hlalie Gl 4alg
Labiall e cngy AplaBY) g lag¥ls LSl @bkl Jie dalay
Aldal ge & o 585 L Ly leae Jolaill a8y Hlalaall o2 yaas
Slo Gy Gllily (@lld g b aghadlly 4l adgidll ol 5V jlaal) Cigaa
Leaals 38 A halad) glaly Jilaty paail A1 aua s daliiall

:(Control Activities) L6, il -3
leies dabiiall Calaal Bans Alalall L) Jal e o ) @lehal)
@Glglly Ol Llia¥ly culie JS5 clbadlall (aysiiy algadl Jial

(Soltani, 2007) .Jgayls cDandl Ao dualadl 20,
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:(Information & Communication) Juaiyly Glesladll —4

Ll e debidl G calaledl (alas) oS Juaiyly losbeall alas a5ag

(COSO, 1994) . Leillac ddlyas ))als b aDUl lasbaall Jaliis
Glosleall sty PlA e lgde Jaadl G Al Glagleall 2asa 55 Cas
ddadil e 3L Gl Lad daulial clhall 3as) e 5V 508 8 aladl)

(Hayes et al, 2005) .\gle slaic¥) (Say Alle o3l dlae |5 dadaiall

:(Monitoring) 4#)l\—5

alai ool Bass aui Sy Cuam il LG s Aaglie slaY) e cany

(COSO, 1994) . jaiuse (S 43l JUA (e lalall 4085
SRl Gl E Yl a8 L 3ol oS Al Glagleall (g
Porter, Simon & ) guledll guabheadl e 3l Glesladls

(Hayes et al, 2005) 5L o5 (Hatherly,2008

;A SSIY) Aplaal) cilaglaal) alii 3-2

 plaal) cilaglaall alai Cig ai 1-3-2

leiadbea s bl pen ABIA (ol s iy sladl) Cilogleall s Caypes oSy

«(Bagranoff , Simkin & Norman, 2005) &l sdaid saie Glagas o Jpaall

i b bl Aalleas ity Jimady auent aDIA (e oy ala asl adyes &5 QIS

Ll e Loy sl Joual dlen aDIA e 2 LS il aaid cilagles e Jganll

.(Romney & Steinbart, 2012)
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Jemntll aDIa (e oy A ol il sslaad) closleall allai Cippes o3 Gl

Agulad) Gl Gaadl Gualad) QW) alaauly Slal) eyl dallealls

(Boockholdt, 1999)

temilaal) Glaglaal) alla cilig<a 2-3-2

O sl sl plaill Bakst (A e lan Unpsy alaall cilaglaall 2l ()5S, 58

o G oS of Sayy cbasleSill 4l cliag L AT Guli DA (e ke 55

(Romney & Steinbart, 2012) . oy siwal)

Jenii Lo dald ilisSa L) (aY) Aada¥) (e LS dladll clglea) ol o)

GUSall 038 mumg oSars cldal (e iy ) Galaally Caillagll Gl dlee lide

(Romney & Steinbart, 2012) : JUIK lgeexi Al caillaglly

Adhide Caillas aDIA e 53505 aUaill 138 aladinly s ) Al jaladll —1

biny dalleey apend (8 axdiud Al dug syl Aol Glehal s Claglaill =2
abid) dhidl Jsa clasbeall Juas

Jelae osluls dadaidl Jea calilull -3

Aadsiall iy dalles b dediiusall zalydl —4

bl 33al) cignlal) seal Joli Al Clagleal) Laglyi€al dgiaill dall =5
o slaally clill) oellaty Jagaty aand ) VLl 4S5

Olagleal) alas & @bbll gol e il coaY) Gupliag 2l 38550 -6

- esladll
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Rage iy DG Al o oalaall Slogledl Al Eud) GlsSal o3 (S

(Romney & Steinbart, 2012) : a5 dalaiall

cAabaiall 3)lsag cllalis e Glaghaall Ladag aan -1

Laaill (e 30y (Sah 1aag ol delical saie Cilagleas ) bl Jasad -2
-l galls 3l gally lallil) sty (A1),

Oo U Clogleall @y 3 Loy dediial) Joual o ddadlaall 558S 346, apii -3

VA3 ey Ay Ul s dalad) die Wi

scilaglaall cpl 4-2
rcilaglaal) ol iy i 1-4-2

aseiall 138 Adinys o(Protection) dlesll e iay (Security) oeY) mlbias

Lo Wle Lyl Agulaad)l clogleall alas ol Zuball o383 say cad HS3 3 Gladl e
oo Agleally YL Aafyall Al gsiwd 5l (Confidence) il sllaadll 1 iy
S gl e Sb Aldadl ) oli Gld dEleaYl bl e bl el
Cayed Say (3aw Lo e 2Ly . (System's Vulnerability) Usill Coea 5 cilad Jaus
MPlia) e daililly dlaaadl Shlaal) e dlaally ¥l 48 dape Lol cloglaal) ol

(Raval & Fichadia, 2007) .aUsill Caniay <) i
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rcilaglaal) el Cilaaf 2-4-2

2Ly il ey A5all Clagleal) ol djlaa ga Glogbeall el (o iyl Cargll
Dbl lgiays axe e S g Alegladd) Jpal) e il ) i Gl e

(Raval & Fichadia, 2007) .ael 7yl alaiBll dabic g3l

Raval & Fichadia, ) : L L padli cilegleall ol Cilaal oli anii L e 3l

(2007

OS5 Laaie Ay Glaslaall (<8 :(Information Integrity) laslaall daln -1
A8 gigas 488y allail) (e da Al Gl slaall
salii) ge lamy dpad) Gilesledly LlsY) sy :(Confidentiality) el —2
el grad) e
L Jo Aaladl idee o :(User Authentication) aaaieadl ;e (38aill -3
cogd zpad) alaiy)
G 0SBy Enlll gy odlel L) Laall laslaall Cpl alaal asacil
Jee Al s Ajre il cpiadly Cpaladly da)Y) e lial) @lSEL WD) 5)sY)
Alaall 4l clllaie e Wilaa) e Sty (EAIS) 4 58N dulaad) il glaal) alis
I Ul seld e Al ilagbaally lilal) Ay e dlsilad) 4485 ol IS4

ald
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rilagleal) cpal Ao 4,18, 3-4-2
J8 e Lo plaia¥) a5 Aaled) maalsall e ilesladll (gal e LB s
e Adalaall iy cs Al ) 3 Ly a3 Lt i) AU s Llall 555!
(Raval & Fichadia, 2007) :Las 4,3l Jals Gl slaal)
e O Lebawt o Leie clilally clegleall R jus dakaly) 5)pa) dlasl -1
Dpale je ) dgeale JSI AUa eddin J e Lebaed 2 o 5 st e
Abdlaall oy JUall Jaw e (Apasaddls Lleadl (uld Glidlaidd JUeY) -2
@l o) A pally ALl il salls ddleial) Cilaslaall dpagad o
S el e i A mil U gan ol oSa oalll s3ed il
lgtran 5 45,4l
Aldgl 48, 1-3-4-2
Jpa¥) b ilaally duludl aal) iy aiad Cargd hlpn o 28650 LG (g
My eidigiy lilealls d))aY) ilagl) o aleall Juab Lafguall o3a 3Bl ey c3))sally
(Boczko, 2012) .sliid) 3isas Jsa¥ Jsaasl
iy ¢ yladll Cigan piay duiaall 5] Lol A6l BB Gt Sa G e o 2l
(Romney & Steinbart, 2012) 4t il gl
:(Training) ) i
s lgiay cgulall aladinl die ) cljledll o cpilhsdll s 2y of cany
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e Jsandll Gsulally LlEaYls cpadd oY leie plad)) aiey pull daS LldaYl,
(Romney & Steinbart, 2012) . jiudl A Lagais oyl
:(User Access Controls) Jsaal sl Ao 480 -G
Rl gf :(Authentication) Gassll Yol sles oy oiblis ) leasnsi S
i :(Authorization) il Tulis calaill z5lsll agiy @2 Sleadl o (addl) o (s
e Gadd JSU cladiall aaiy cplsi) alaiY die eja sl Alaill Z g pas
(Romney & Steinbart, 2012)
:(Authentication) asill =Yl
SV i N ) AR Jie dlpee o ool DA e L) Aabadll (e Gl g
Jie 4l oy 6 o5 DA (e sl o ouadidl]l Gl 28y 5 cJlaadl 138 Jie b le i
Jie doldl (ailadll (ory Gk e s ddaaddll cayyen clilhy o 48N ity
(Romney & Steinbart, 2012) .cisall 5l pual) daay
:(Authorization) gasil : Lt
Ny deaa e e ay cJsaall Dladla disiias L) Pl (e Ll Sy
(Romney & Steinbart, 2012) .Uaill exdiiee Sladla

a8l wlubuw (Authorization) mp=ill 5 (Authentication) Gasll Jici

Oo lulad) 038 aa 380 2l HLES) Jee cany Cus L aaiiue JS) Sadieal) Ciladlal
DU el agall (pad (dlld ALY (Log Analysis) aladll alaasa) Ja Jilas Pla

Gilsll Ll amy aUall agdy Y LA A Al Y1 Slelia) 30l il (590
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Authentication aaiiuall dslae dalhe DA e (Compatibility  Test)
a8 plaill el Jsda aplan Jally ccaladlall disias ae (Credential)
(Romney & Steinbart, 2012) .43lada
:(Controlling Physical Access ) gl Jsagl Ao LB -7
Deal e Anulaall Glogleall alii GliCe Lleay golal)l Jpadll aie leie dalyy
cradll Galai¥l Gl s3] Jpasll jean PIA e @lliy it duing Glanany
Sie Gpall slib) Laduly 4580 se 55 A e Al e lgilens Gl ag]
(Romney & Steinbart, 2012)
:(Network Access Controls) dugulal) 4l ) Jsuagh Ao B0 -
Ly CS5igll e (pesd (M Cofiyl P Ge dupall Glaslaall aads
Jery 35 «(Transmission Control Protocol - TCP) Juu,¥L aSasll i<y
ledsas e Lgmpand Balely aia ) (3305l Sl aeedil Slelay) s A e
s (Internet Protocol - IP) cui¥) JsSsipn s AV JsSsignll Wi . lgieas
e Oe Aajm S O5S5 3) dagmaall lgigas ) Ledpas LSy piall Ale 2aay 53
Jure Olsie e (g5ing g2y (Header) olsiadl L cubias (g (IP) sy JsSsis
g5 dos Glaslas o sy 5lls (Body) JSells cled Al dgall plsic 5 dajall
(Routers) cileasll anail sheal DA (o bl Jl) o 3) ciluall o gleall
(Header) olsill i 8 asasall Aldisal dgal)l Glsie Jia 3ol DA (e @llig
o smlall 405 Dlea 1g ADIA e N Aial)l Jly) w3 Gkl ayaal

DA e llyg (Firewall) ol jlasdl e Jilugsae DA e s pall e Jil)l)
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Romney & Steinbart, ) .dasé Liaa Jagps A Al a3l el = Leudly ajal) 3508
(2012
rcibaasally B3¢0 Llaally ) dsi -2
o A8l bme 3 Al Ladgal) JleSin) A e Slaglaall Gal ey
G AY) 53eally clalally arlally Jeal) Glase o ddlaY) 2l Jay gl
(Romney & Steinbart, 2012) .Aedaidl a<us J<
;A dlaasy) 48,0 2-3-4-2
GLESY anad L 3 cledpan 2 Gl e G e gl 1 s 2y
BoczKo, ) Sad cilian (5S5 88 illy e stye e il e ggiad ) GlaaYl
(2012
glad Al ¢ 2kl JS5 e J8 Hhalaal) aie (Sadll s (ad g yme 2 LS
3 lehsan die llaadl GlEY daaae Bl Gubi ) dEl L6 Ayl cls )l
LSy A8 Ll 5ol Ade DA e aaill el st e L8LESY) L6 Jexd
Log ) oaill Joaa das 358 (gygmaall (o () A Whpan Alls 3 35860 6] e Jilall
SV ALYl A al) 4 e Al il gl Slealls ariiid) sl M 4 o0 (File
DA e lld oy a5 (gy50 Uy agle Gally pUaill Hladl e 2 Y sl Jaw Jilas
b sl A aas OIS 1Y) Lo yaat) b o el el Ay sl e sl

(Romney & Steinbart, 2012) .Y 4|
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daaatl) 4B 3-3-4-2

Lalail Y Sl cass Al eV ZaY o el LG e il 13 e
(Boczko, 2012) .dysesdl s clas¥) 5/ o clangill BDIA (e dleal

3a 386 (STg lan age Aaalill pe o Asall) o lpe Qs c¥5lae CLESI iy
538 (g )b e dall Gladal Lspaal Glehal 4eld) pae Al 8 4tad alinsy)
GUE pde Gl ALYl allaill L (i ety Al Glaagall dlaial (398 ¢ L) ey
Salasl 8Ll lail) e Jany A 2l aui alaly e s sy Silasladl) Y
gl e (50 JS A 3 alyl) Cyand (gys pal) (g Dl callal) il auig
Romney & Steinbart, ) .claukilly Jeuil) dakaily o) laally cilug el saliadl)
(2012
rilagleall Gal dalsi AN Clyagl) 4-4-2

Sl bl skl dam ciladaiall Ll Gy ) gl sl
G 4 prae e S5 dahially Al Ay Sleglaay QlLY Jgasll DA (e Sy
et s gl L Sl el

o bl clagled) o Jeanl) Gaagy (5 Jlia¥) cullul cana (K
(Romney & Steinbart, 2012) : a5 cadlud &5 1) 44 7 jae

:(Hacking) «ilSuall slps) —i

Cagy oanlaall Cilagleal) allas 5 AGEN 4 yeadll e Jpasll 40 dai

sae e oglal) 13 agings et ol L o Claglaal) ol clladl Jpaes
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1 Aails b e ARGIS Auhall sl b lajlaa) 5l 46 gie culys

(Romney & Steinbart, 2012) : Jlasl) 13

Sle gbYly Al 3)ial ((Password cracking) sl AeS A8, -1
Jaly el Lalall ) 4alS A8y DA e 45800 dalall cilaglell
LA,
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Structured Query Language Injection ) <lilall aclgd (da Glaaa =3
ad Sl AS S Bl duaan JBY DA e Wi o(Attack
Sl G bl aeld ) Jeall e Jlisall oS ) aadi)
Jasaexi ol Lead Jhasill

:(Social Engineering) selaal) duaigl-c

Ll b PA e Ao Glbly ge plady) o aadiuall st e s

sae o sl e (ggians gl ol BB 50 Slaslae pan Cargs A

s Aails b e ABIS Auhall sl b laplaa) 25l A6 e el

s ladll 13a

o lgie (35ise dga Lol dipma dga sleal (ol ((Evil Twin) syl dadds -1
o Dl 06 3850 Cile aladind die ki aadll

dbg e oAl dga Ll Lime dga cled) T ¢(Identity theft) dysel) 48w -2
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Al Wle) dea oo Ao Aluy Jgeay leie 2alyy o(Phishing) sl -3
il 038 (ggiad 38 Qlld Giatly lgia ) ) Cilaslea callal (A5 yaas
(b g e dgal Cae iy e
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o sl 1as ggings dgil) Tas Coall (e 4ala 5lall Lpmapdl i 5y o
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oY) Jie aadiidl e day b damy gy Al 4 9 Ly aadiull
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AL aluall 5-2
DA 3 g pally bty AL ludll e L Las

“The application of lsix (2003) Fulford & Doherty 4dujn -1

information security policies in large UK-based organizations: an

exploratory investigation”

& Glosbeall el Gl J a5 Gleiul 4 Gl ) Al cio
Go) Gl gaad e ae )l o adl I cualiy asiall ALl & 5yl clS )

5 Ll am Con 25l Om lle T e IS Y 0 Y] lashedd

OLY) (5Bl B Adpulaal) clagleall alai Ao ld gad’ (ging (2003) ¢ 8l Au)a-2
g SV Bylaal) JB B A8 40 gally dpasgilly
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5 oAig SV 3lanlly Jabeiall passlaal) alaill chla il 48 45 sall L) g & pald

Ca ) A e s S LeaBgas alaall AS580 aUa oy Jayy allas gy o L)

“Information systems (lsix; (2005) Gupta & Hammond 4ujn -3

security issues and decisions for small businesses: an empirical

examination”
Glosleall aly dilaially Glagleall LagdeS go Glosbe geal dlll i
OSaall el ) dual) cualiy e luall @l il claadl) jelhd 8 5jmall @lS)al
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Allad e LSt g el ol gl
“Evaluation of the (s (2006) Hayale & Abu Khadra /;\.mbd -4

effectiveness of control systems in computerized accounting
information systems: An empirical research applied on Jordanian

banking sector ”
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www.manaraa.com



32

Lpubaad) clagheall alii jhlad Olging (2008) ccipddl g ) Ly -5
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